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Wireless networking has become an extremely common household technology in a
matter of only a few years. Concerns for privacy have become more relevant than ever,
with more cases of identity and data theft occurring everyday. Initially, consumer grade
wireless technology was distributed without security being a major concern. Today,
almost every consumer grade wireless router comes with either “out-of-the-box”
encryption or with relatively easy to follow instructions on how to properly secure the
household wireless infrastructure. In this paper we investigate wireless technology and
the implications related to the privacy of the average user.

We will focus this paper on a two tiered study including the geographic analysis of
wireless networks within the city of Pomona NJ and an analysis of traffic sent through
our own unencrypted wireless network. We feel that this is an ideal candidate for
research because of the relative diversity in density, population demographics, and living
conditions.

During the analysis phase of this project, an emphasis was put on mapping the wireless
networks with a geographic mapping utility- in this case we used Google Earth as our
mapping software. Collecting wireless access point information anonymously and
without actually connecting to any networks was clearly paramount. There are several
documents available regarding the ethics and legality of what is commonly referred to as
war-driving. War-driving can be loosely defined as the act of scanning for networks with
a device (such as a laptop computer) which is typically either carried or driven for the
purposes of collecting information about wireless networks in a specific geographic
region [9]. If done without malicious intent and without connecting to any of the scanned
networks, this behavior can be likened to scanning for a radio station while in one’s car.
The Stumbler Code of Ethics points out several best practices to give researchers the
heads up before they begin communicating with foreign networks and inadvertently
breach the privacy of the owner. To accomplish the task of respecting laws and ethical



standards, we disabled the TCP/IP stack on our wireless network connection and used a
freeware wireless utility known as Network Stumbler which synchronizes GPS data and
can survey wireless access points for generic information. With the TCP/IP stack
disabled, a connection to these wireless networks is never established.

Wireless networking today is complicated for average computer users. In some cases,
people have problems connecting to and configuring secure wireless networks and in
other cases, people put themselves at risk by falling victim to one of several wireless
attacks. Many exploits have been developed to compromise the security of wireless
transmissions and in effect put the privacy of the end user at risk of being exploited.

Evil Twin networks create rogue access points that are named in a fashion that mimics
the SSID of an already existing access point [5]. An evil twin access point acts as a
middle man between the cloned access point and the end users wireless NIC. The evil
twin is typically set up in a fashion whereby its signal strength often appears greater to
the unsuspecting users than the strength of the cloned access point. Once a connection is
established, the rogue access point begins routing traffic between the legitimate access
point and the user and is thus capable of intercepting and even changing the user’s traffic.
Packet injection and promiscuous sniffing are serious threats to confidentiality, message
integrity, and endpoint authentication [20] In situations where multiple access points are
in range, most users connect to the strongest signal. This is a typical example of a
behavioral pattern that seems rational on the surface however, puts them at serious risk.

It’s important to point out that it’s not always the user which will instinctively connect to
the strongest signal. The Microsoft Windows XP system will automatically connect to the
strongest network in range when that particular SSID has been set to reconnect
automatically; which will inadvertently put the user at risk, occasionally resulting in the
user connecting to a malicious host [17]. This becomes more of a problem if the user fails
to set a distinct SSID, resulting in the use of a default broadcast ID. Because there are so
many wireless access points broadcasting SSID’s of a default nature, this can result in the
user preferentially connecting to a host of default networks unintentionally.

One of the greatest threats to user privacy with regard to the connection and use of non
trusted, unencrypted wireless networks is that with relative ease, unskilled users can
download and employ software that can sniff the traffic of those connected to public
unencrypted wireless networks that are within range. Malicious users may operate in an
environment where they provide the host connection and sniff the traffic of users
connected to their access point, or they may not be hosting the connection, but simply are
within range of the transmission and sniffing promiscuously.

Unencrypted networks serve a dual purpose. Unencrypted access points act as wireless
hotspots for passerby’s allowing them a free and easy way to connect to the Internet.
However, this comes with a significant tradeoff, in that there will exist a significant
potential for the owner’s privacy to be compromised by a malicious user.



This inherent duality makes today’s wireless technology filled world complicated. It is
often very nice to find an unencrypted public wireless hotspot if your goal is to simply
connect to the Internet as quickly and as effortlessly as possible. Unfortunately, these
unencrypted hot spots can fall victim to attacks by malicious users, rendering them a
credible security risk.

To better understand the risks of connecting to and using non trusted, publicly available
wireless networks, we reset the factory defaults on a Linksys WRT54G (a common
household wireless router) and connected it to the Internet. The router immediately began
broadcasting a default SSID of “linksys” and provided client nodes the ability to connect
and use its internet connection. We then connected a relatively new Dell laptop with a
wireless card, running Microsoft Windows XP to the network. We installed Wireshark
version 0.99.7, which is a freely available utility designed to analyze network traffic, and
configured it to sniff the wireless connection promiscuously. We then attached a client
node to the unencrypted network and began surfing and sniffing.

We started out by checking the Richard Stockton College of New Jersey loki e-mail
system. It uses https and SSL to encrypt both the initial handshake and the continued data
transmission. This is a big contrast to the other e-mail systems we tested. We tested
yahoo mail (old and new versions) and g-mail. Both offered a secure authentication
mechanism, but neither offered any encryption after you are logged in. It was easy to
find pieces of text from e-mails just by scanning the contents of the packets we sniffed.
Figure 1 illustrates the plain text capture of one of our member’s address which was
written in an email from Amazon regarding an order he had placed.
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Fig_gure 1 Plaintext capture from the “New” web-based Yahoo Mail system

The most surprising part of our test came next, when we checked the popular social
networking site, MySpace. The login was not secure at all, as the user name and
password were both transmitted in plaintext in a relatively distinct packet. This is
relatively surprising for such a popular site. The data in Figure 2 was easily derived, as it
came from the only HTTP POST command labeled login.process.
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Figure 2 Plaintext capture of mySpace login packet

Our final test checked the security of AIM; which turned out to be similar to the security
of gmail and yahoo. The login procedure featured encryption, however the messages,
status updates, and buddy list information were all sent in plain text.

In our analysis of random geographic locations within the State of New Jersey, we found
that the overall percentage of encrypted networks has grown significantly in just one
year. The highest density of encrypted networks is seen in the most densely populated
areas of North and Central Jersey. Conversely, the lowest density of encrypted networks
is seen in the Southern and Eastern areas of New Jersey. In an analysis of the SSID’s we
happened across, we found that a significant portion of networks surveyed were using
what looked to be default broadcast ID’s. In a statistical analysis conducted based on
information derived from figures posted on wigle.net (The Wireless Geographic Logging
Engine), it has been shown that approximately 5 in 10 wireless networks in rural areas are
unencrypted. Currently, wigle.net is reporting that 45.5% of the total number of wireless
networks logged use WEP based encryption. They’re also reporting 38.7% of the wireless
networks logged are unencrypted. This figure seems rational and is generally
representative of other similar studies. It is becoming increasingly clear that the overall
percentage of encrypted networks is increasing dramatically.

A freeware program called Network Stumbler can be used in conjunction with a GPS
receiver and a wireless network card to survey wireless access points that are in range.
The information obtained by Network Stumbler can be exported to another freeware
program, Earth Stumbler, which converts the exported data into an XML based format
which Google Earth can parse. When this data is loaded into Google Earth, the location
of every access point that was found is marked with one of two unique markings. One of
which is a green symbol, which represents unencrypted networks, the other, a red
symbol, which represents encrypted networks. With the mapping features of Google
Earth, one can analyze the concentration of access points in different regions and what
percentage of them is encrypted.

There are many freeware programs that can be used to analyze network traffic. In this
section, we’ll look at several tools that can be used to analyze wireless networks.
WireShark is a very useful freeware utility for collecting data from a specific network. It
is a packet sniffer that is used to analyze traffic being transmitted over a network in real
time. This tool can be used to analyze both wired and wireless traffic. Snort is also a
freeware program that is an intrusion detection and prevention system. It is widely used
by IT professionals working in the information security industry to analyze large
networks. Although the learning curve associated with this software is steep, its use is a
must in the modern day technologically oriented enterprise. Kismet is another program
used for network analysis; it differs by working completely promiscuously, or without
transmission, so that its use cannot be detected without special detection software. Kismet
can also be used to detect other active sniffing programs, provided that those programs



aren’t promiscuously sniffing in the same fashion that Kismet does. All of these software
packages are easily obtainable via the Internet.

There are a variety of methods to secure your home router from intruders. The most
secure home networks utilize all of the security suggestions provided with the
documentation for the equipment being used. Regardless the age of or level of encryption
used on your router, there exist common vulnerabilities which plague wireless home
configurations.

A major vulnerability can occur if the user isn’t steadfast in reading the documentation
and implementing the recommendations contained therein. It thus follows that the end
user plays an extremely significant role in configuring a secure network. One common
mistake, which may appear virtually insignificant to the untrained user, but is a serious
security threat, is related to the remote access utility built into most wireless routers.
Almost every consumer grade wireless router available today offers remote
administration to the end user through a web client. This web client is often secured by a
username and password combination, which is typically set to a manufacturer’s default
setting. The impact rating associated with accessing a router by using the default
administrative account is high. What’s more, several websites have appeared that list the
default credentials for virtually every consumer grade product on the market. Some of
these lists also include information like what the default SSID of each specific product is.
This information can be particularly useful to an attacker trying to gain unauthorized
access to a network. The combination of users not securing their remote access utilities,
coupled with the advent of easily accessible documentation related to default login
credentials, ultimately leads to affording malicious users the chance to wreak serious
havoc on any network. As it stands however, the end user is ultimately responsible for the
initial setup procedure, and in the face of saving effort and time, security tends to take a
back seat.

There are however several ways to mitigate attacks by unsophisticated sniffers. The use
of a Virtual Private Network can be employed to securely connect to a trusted host
through a non trusted access point, rendering traffic transmitted through the non trusted
gateway illegible to the eavesdropper [19].

The concept of onion routing provides the potential to eliminate some of the risks
associated with connecting to and using non trusted networks. Tor is the Second
Generation Onion Router. It offers free anonymous routing services to users [16]. While
Onion Routing isn’t a cure-all for wireless security threats, it offers significant protection
from the unsophisticated eavesdropper.



Home users are primarily concerned with ease of implementation and most importantly,
whether or not the product works within their existing infrastructure. Security is seldom
the major focus of any typical utilitarian consumer. This of course is a problem that only
education can realistically solve. People need to become more aware of the importance of
security and the impact a lack of security may have on their own personal privacy. The
commercial manufacturers of routers have lots of useful information on their websites
regarding how to properly secure your network while using their specific product.

Wireless technology is an amazing addition to the everyday lives of ordinary individuals.
Everyday, people enjoy the benefits of using wireless computers and technology. It is for
this purpose that we investigated current trends related to the security of wireless
networks. We’ve found that although significant progress has been made in moving users
toward encryption proactive configurations, there is still much research work to be done
in terms of educating the public and working towards correcting some of the age old
problems associated with the inherent tradeoff between ease of use and security. More
studies needed in future to work with privacy and computer forensic areas.
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